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Session 
Number 

Session Topic 
(in-session) 

Pre-session 
Activity 

Faculty/Resource 
Speaker 

Learning or Case Materials Supplementary Readings Assessment activities 
Requirements or 

Submissions 
Post-session 

Activity 

Session 1 
Feb 20, 

2024 
6:00PM - 
7:30PM 

Introduction and Overview 
- 

Course/Expectations/Clas
s Rules 

 
Philip Kwa 

  
Class Participation 

  

Session 2 
Feb 22, 

2024 
6:00PM - 
7:30PM 

State of Cyber Security - 
Cyber Landscape and 

Practices - - CIA - 
Cybersecurity Cube 

 
Philip Kwa 

 
World Economic Forum - 
Global Cybersecurity 

Class Participation 
  

Session 3 
Feb 27, 

2024 
6:00PM - 
7:30PM 

Threat and Vulnerabilities 
- Threat Actors, Threat 

Surface, Threat Vectors  - 
Current and Emerging), 

Cyber Kill Chain 

 
Philip Kwa 

  
Class Participation 

  

Session 4 
Feb 29, 

2024 
6:00PM - 
7:30PM 

Defence  Strategies for IT 
and OT - Hardening, 

Configuration and Patch 
Management, Perimeter 
Security, Edge Security, 

Security by Design, 
Defence In Depth, 
Principles of Least 

Privileges, Principles of 
Obscurity 

 
Philip Kwa "Case Assignment : 

  
(LT 1) Kaseya 
(LT 2) Norsk Hydro 
(LT 3) Panama Papers  
(LT 4) Equifax Data Breach 
(LT 5) Florida Water Supply 
(LT 6 ) Colonial Pipeline Attack  
 
Each LT group will be given a case 
assignment. 

 
"Written Case Analysis 
 
Each LT Group will be 
assigned a cyber attack 
case. Each group is to 
analyse the assigned case 
. The deliverable will be a 
presentation ( in power 
point format) which they will 
need to  
(a) Background 
Information: 
- Provide a brief overview 
of the organization or 
system targeted in the 
cyber attack case. 
- Explain the significance of 
the attack in terms of its 
impact on the organization, 
customers, or stakeholders. 

"Ppt presentation - not more 
than 12 slides - to be 
submitted by each group. 
 
All students to complete a 
Peer Review exercise 
including the Peer Review 
 
All work (presentation and 
peer review) due on 15th 
March 2024 at 11:59 PM 
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(b) describe the nature of 
the attack - using the Cyber 
Kill Chain Approach - 
including the timeline 
(c) Provides information on 
the impact and 
consquences 
(d) The mitigation 
strategies that the company 
has put in place as well as 
in your own views highlight 
the mitigation strategies 
that the company should 
have adopted 
(e) Lesson Learned 
" 

Session 5 
Mar 05, 

2024 
6:00PM - 
7:30PM 

Discussion on CII Students to read about 
Philippines National 
Cybersecurity Plan to 
understand the various 
initiatives in the plan 

Philip Kwa 
 

(1) National Cybersecurity 
Plan - 2022 

   

Session 6 
Mar 07, 

2024 
6:00PM - 
7:30PM 

Governance , Risk and 
Compliance ( GRC) 
Security Standards, 

Guidelines and 
Framework (ISO 27000, 

NIST, etc) 

       

Session 7 
Mar 12, 

2024 
6:00PM - 
7:30PM 

Incident Management - 
Events vs Incidents , NIST 
Framework, Red Teams , 

Blue Team, Assumed 
Breach , Incident 
Response Plan 

       

Session 8 
Mar 14, 

2024 
6:00PM - 
7:30PM 

Incident Management - 
Events vs Incidents , NIST 
Framework, Red Teams , 

Blue Team, Assumed 
Breach , Incident 
Response Plan 

Login to IT Management 
Simulation - Go through the 
tutorial 

 
IT Management Simulation - Cyber 
Attack (HBSP) 

 
Simulation Exercise Individual assignment to be 

submitted during the 
session. 
 
Online completion and 
submission -. Students will 
have to complete the 
Simulation Exercise in class. 
40 mins given for the 
simulation exercise 
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Session 9 
Mar 19, 

2024 
6:00PM - 
7:30PM 

Cybersecurity Career 
Pathway 

   
https://www.pauljerimy.com/O
C/Security%20Certification%2
0Progression%20Chart%20v7
.0.png 
 
https://www.imda.gov.sg/cwp/
assets/imtalent/skills-
framework-for-ict/index.html 

   

Session 10 
Mar 21, 

2024 
6:00PM - 
7:30PM 

Final Exam 
    

Final Exam 
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